Disaster Recovery Plan

Sandia Resort and Casino
Plan Overview:

The purpose of this document is to give a mid-level view of possible disaster scenarios and how the company will handle them. Specifically, we list possible disaster scenarios; examine them closely and rate the actual possibility of the disaster occurring. We will then rank what kind of impact the disaster would have on our company if it did occur. Lastly, we will examine closely our possible options for mitigation of mission-critical vulnerabilities so we will be better prepared for a disaster.

Risk Assessment:
Figure 1.5 below shows a matrix layout of our overall risk assessment. All major sections of the company had a hand in creating this assessment. Department head and manager interviews were used, as well as well as research and trending. This matrix is broken down into four major sections; threat, vulnerability, impact, and mitigation. It’s important to understand each of these sections to completely understand the risk assessment. The threat section shows the name of the specific threat. They are categorized by natural/environmental disasters, human threats, and infrastructure threats. The vulnerability section ranks how vulnerable the company is to this type of threat. Also being taken into account is the likelihood of this threat occurring. Each threat’s likelihood is ranked using a low/medium/high evaluation method with a brief description of the vulnerability to follow. The impact section describes how great of an impact the threat would cause if it occurred, ranked using a low/medium/high evaluation method with a brief description of the impact that would be caused if the threat occurred. Lastly, the mitigation section shows a high-level description of possible ways to mitigate this threat. 

Figure 1.5:

	Threat
	Vulnerability
	Impact
	Mitigation

	NATURAL/
ENVIRONMENTAL
	 
	 
	 

	   Flooding
	LOW - The casino is located in an elevated location. Location has never experienced natural flooding.
	MEDIUM – Location and local drainage should keep flooding damage to a minimum. Basement Facilities area may need to relocate.
	Review building maintenance schedules to assure proper maintenance of plumbing systems to prevent possible leaks. Examine local drainage.

	   Fire
	MEDIUM - All offices have fire extinguishers and sprinklers to code. FM fire suppression in server rooms to prevent damage to servers.
	HIGH - Fire could damage valuable data on servers. It could also cause closure of business for extended period of time.
	Assure all fire codes are followed and make sure all employees are trained on the use of extinguishers and exit routes. Check maintenance and functionality of the FM fire suppression system in server room.

	 
	 
	 
	 

	HUMAN THREATS
	 
	 
	 

	   Sabotage of Data
	LOW - Server room and back of the house areas are access controlled. Data backup operations are restricted to three positions.
	HIGH- Destruction of systems or data could result in servers being unavailable. This could halt operations in the slot system and point of sale systems. 
	Audit system access. Be sure persons are removed from access immediately if their employment is terminated. Backup tapes to be stored offsite. 

	   Theft
	LOW - All of slot floor and back of house areas are covered by surveillance cameras. Bags are checked upon employees leaving. Asset tags kept on valuable equipment.
	LOW - Stolen property can be replaced, and has minimal impact on operations.
	Maintain security door access. Continue to track valuable equipment through asset tags.

	   Hacking / DoS
	LOW - Firewall and IPS measures in place and monitored. Network segregation available to isolate attack.
	HIGH – Most operations rely on IT systems. Denial of service could force business closure. 
	Keep software up to date on firewall and servers. Implement network segregation methods.

	 
	 
	 
	 

	INFRASTRUCTURE THREATS
	 
	 
	 

	   Air Conditioning Failure
	MEDIUM - Air handlers control climate in large indoor area. Failure could force business closure and if server room loses climate control possible damage to servers. 
	HIGH- Servers rely on climate control. Loss of systems would shut down operations. No ventilation in server room other than AC.
	Multiple AC units in server room in case of single failure. Air handlers for rest of casino must be properly maintained.

	   Power Failure
	LOW – Power systems are maintained by Facilities. Building also has UPS and generator backup for critical lighting and systems. 
	MEDIUM - Power failure would not cause systems to fail, but generators can provide power for a limited amount of time. 
	Maintain current UPS and generator systems. Work with local power company to improve power lines to business.

	   Infrastructure Collapse
	LOW- Building is fairly new. Maintenance constantly provided by Facilities team.
	HIGH- Walls, ceilings or floors collapsing would cause business closure and possible for building to be condemned. Possible bodily injury could incur. Loss of equipment is almost guaranteed.
	Continue maintenance and monitoring from Facilities. Have independent architectural inspections on a regular basis. Repair any structural failings immediately.


(Continued on next page)

Business Impact Analysis:

The next section of our disaster recovery (Figure 2.5) plan is the business impact analysis. This is an examination of our company’s business processes. We then rank these business processes by how critical they are using mission-critical, important, and minor. All other business processes that are ranked below minor criticality are dropped from the analysis, as they are beyond the scope of this document. Additional information is also listed for each process to comment how/why the process was ranked the way it was. 

Figure 2.5:

	Business Process
	Criticality
	Comment

	Konami
	Mission-Critical
	Slot system – controls entire slot floor

	Kronos
	Mission-Critical
	Timekeeping system – allows for employees to be paid

	Cognos/Infinium
	Mission-Critical
	Finance system – all financial records must be kept and up to date

	Exchange
	Important
	Email system – communications are important and will be used in a disaster situation

	Foundation
	Minor
	Uniforms system – not critical to keeping the business in operations

	MMS
	Important
	Inventory system – all inventory and supply movement is tracked

	Springer-Miller
	Mission-Critical
	Hotel guest system – used to track, book, and check in guests to the hotel

	Micros
	Mission-Critical
	Food outlet Point-of-Sale system


Mitigation Strategy:

Mission-Critical Business Process Recovery Options (selected choice is underlined)

I.  Natural Disasters (i.e. fire/flooding)

A. Proper Building Maintenance – Review building maintenance schedules to assure building is in proper condition to properly mitigate possible disasters. This includes working sprinklers and fire extinguishers in case of fire. Check for proper infrastructure maintenance to prevent water leakage/floods as well as building strength and aging. This is easiest to implement and cheapest overall. 

B. Identify Alternative Entrances/Exits from Building – Identify these and keep them posted in case of an emergency. This will allow alternative ways of ingress/egress to the building. This will be vital in case of an emergency that blocks the normal day to day ways of getting into and out of the building. This is also very cheap and easy to implement but important for the safety of the employees.

C. Maintain Multiple Building Locations – Construct or rent an additional facility. This would not be cost-effective as moving all slot machines or purchasing duplicates would be too expensive.
II. Human Threats (i.e. Sabotage/Theft/Hacking) 

A. Sabotage of Data
1. Insure proper security permissions are set on all data systems. Best practice and does not cost anything additional except extra time to maintain. 

2. Insure good logging is enabled and users to not have access to change logs. Do not use generic logins. Assure employees that they are responsible for their own data and logging is enabled in case things are deleted. Another best practice that does not cost anything additional except maintenance time.

3. Lock all delete privileges. Do not let employees delete anything vital without management approval. This strategy would be very effective in reducing the chance of disgruntled employee sabotage. This will also drastically reduce the speed at which work gets done and require a large increase in data storage.
B. Theft

1. Maintain strong passwords on all computers. If a computer is stolen, it will be difficult for a person to be able to get at the files. This is cheap and easy to implement.

2. Use security cables or physically bolt down equipment. This would make it much harder to pick up and walk out with equipment. This would be costly and also not address the large number of mobile equipment we use.
3. Make sure all security doors are working properly. Do not allow doors to be left propped open. This includes doors to offices inside the building and doors that secure server rooms and wiring closets. This is a cheap and easy thing to do, and will be very effective.

C. Hacking/ DoS

1. Keep all computers up to date with all their software patches. This not only includes the operating systems, but the software that runs on them as well. This will help keep viruses and the like from infecting company computers. This is pretty cheap to implement but requires quite a bit of time investment.
2. Implement and document network isolation disconnect points.This will help reduce network damage and allow some operations to continue while the attack is dealt with. No cost needed except time spent documenting.
3. Outsource all network security and firewalling needs. Pay someone else to install/monitor/upgrade network security. This would assure everything is being done right. Extremely high cost however. Not an acceptable cost now or in the near future.

III. Infrastructure Threats


A. Air Conditioning Failure

1. Implement a plan to replace air handlers at regular intervals to reduce chance of failure. This would keep things running ‘cool’ with much less chance of sudden failure. This would also cost the most as many units can last for decades before failing.
2. Be sure to have regular maintenance done on the AC units to assure they are all in excellent condition and not getting ready to fail. The cost for this is LOW to MEDIUM but the rewards are worth it. 

3. Install environment monitoring tools in server rooms and offices to alert office maintenance of an AC failure. This is a LOW cost solution that could likely save a lot of server and computer hardware should the AC fail overnight when no one is there to know.

B. Power Failure

1. Make sure Facilities is replacing fuses as necessary and all electrical boxes and wiring are in good shape on a regular basis. This should be something Facilities should do on a semiannual basis and does not cost extra.

2. Maintain generators and supply of fuel. This should cost little except in a long term power outage. Then the cost would be based on purchasing more fuel.
3. Acquire power from another source such as solar or wind. The amount of power needed for the casino would be too much for this to be effective.

C. Infrastructure Collapse

1. Maintain multiple buildings in case of primary building collapse. This would be ideal for returning to operations, but this is not a viable option because of high cost.

2. Make sure building is maintained properly. This will assure the building does not collapse prematurely. Make sure the building is being inspected regularly to verify integrity. This is a LOW cost, but worth the time and effort.
3. Move to new building every 20-30 years to be sure of structural age. This option would keep the architecture new and strong, but would be very costly.

